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Pazpen 1. XapakTepucTuka nporpaMmmbl

1.1. Uenb peanusauum nporpaMmbl - COBEPLLUEHCTBOBAHME NPOGEeCCMOHaNbHbIX KOMMETEHL NN
cnywaTtenen B obnactu dopmumpoBaHua kKnbepbesonacHoro nosegeHns obyvaroLmxcs B coumasnbHbIX

ceTax..

1.2. NMNnaHupyeMbie pe3ynbTaTbl OOyyeHusn:

TpyaoBas ¢dbyHKUUA

TpyAoBoe aeicTeme

3HaTb

YmMmeTb

CoumanbHble, NCMXoornyeckne n
TexHonorn4yeckme yrposbl

AHannsuposaTb NHTepHeT-
KOHTEHT C TOYKU 3peHus
knbapyrpos. BeiaBnaTb
coumasibHble,
rncuxosiornyeckmne u
TEeXHONorn4yeckme yrpossol

TOJIepaHTHOCTU "
HaBblKOB NOBEAEHUSA B
n3MeHswLencs
MONNKYNbTYPHON
cpene

HecoBepLUeHHONETHUX OT
BO3HMKaloWMX Knbepyrpos. MoHsaTue
ceTeBOro sTukeTa. O6wme npasuna
CeTeBOro 3TMKeTa.

dopmMupoBaHune 6€30MacHOCTN HeCoBEpPLUEHHONETHUX
KknbepbesonacHocTn
HaBbIKOB, CBSI3AHHbIX C B COLMANbHbIX CeTSAX. OCHOBBI
Obulenenarormyeckas HEeCOBEpPLUEHHOJIETHUX B
MH(OPMALMOHHO - opraHusauum n
pyHKUMa. ObyyeHune . coumanbHbIX CETSX.
KOMMYHUKATUBHbIMU npoeKTUpoBaHusobpa3oBaTesbHOW
[MpoekTnpoBaTh
TEeXHOJIOrnsAMun [esTeNbHOCTY Mo (hOPMUPOBaAHUIO
obpa3zoBaTesibHYO
KnbepbesonacHoro noseneHns
0esTeNbHOCTb Mo
obyyaloLWmxXCca B COUMANbHbIX CETSAX.
npocdunakTuke Knbepyrpos
B COLIMAIbHbIX CETSX C
NMOMOLLbIO LIMPOBbIX
pecypcos.
Ncnonb3oBaTh B
obpa3oBaTenbHOM
nesTenbHOCTH
HOpMaTMBHOE
PerynupoBaHue perysiMpoBaHue B BOMpocax
noesefeHus obecneyeHuns
HopmaTuBHoOe perysivpoBaHue B
obyvatowmxca ansa knbepbesonacHocTu
Bonpocax obecneyeHus
obecneyeHus obyyvatowmxcs. NpumMeHsaTb
. KnbepbesonacHoCcTM obyyatoLmxcs.
6e3onacHom npuembl, CNocobsbl,
. OCHOBHble Npuemsbl, cnocobsol,
BocnuTtaTensHas obpasoBaTenbHOM MeXaHW3Mbl BbISIBNEHUS U
MeXaHW3Mbl BbISBJIEHUS U 3alMThl
LesTeNbHOCTb cpelbl PopMupoBaHme 3aLUThI

HecoBepLUEHHONIETHUX OT
BO3HMKAOLWMX Knbepyrpos.
MpuMeHATbL Npasuna
CeTeBOro aTMKeTa n
noesefeHns B BUPTYasibHOWN
cpepe. MpUMeHATb NpueMsl
M 3 heKTUBHbIE (POPMbI
opraHm3aumm ceTeBblX

MeponpuaTUn.
1.3. KaTteropusa cnywartenemn:
yqyunTena-npeoMeTHNKn
1.4. ®Popma obyueHmua - O4HO-3a04Has
1.5. Cpok ocBOoeHMsA nporpaMmmbi: 36 4.
Paspen 2. Conep>xaHue nporpaMmmsl
Ne HaumeHoBaHue paspenos Bcero Buabl y4ebHbIX 3aHATUM, CaMocTosiTenbHas DopmMbl
n/n (Mmopynen) n tem Yyacos y4yebHbix paboT paboTa, 4yac KOHTpoOnsa




HLKuuu,MHTepaKTuBHoe(npaKTuqecxoe)

4yac

3aHsATUe, HYac

Mopaynb 1. FocypapcTBeHHas
nonnTuKa B cpepe obpa3oBaHms

1.1

BX0LHON KOHTPOJIb

TecT

1.2

lFocynapCTBeHHas NoAMTUKa B
cepe obuiero obpasoBaHus
Poccuinckon ®epepaumn

1.3

Lindpposasa TpaHcdopmaumsa
obpa3oBaHus

1.4

HopMaTuBHOE perynuposaHune B
Bonpocax obecneveHns
KnbepbesonacHocTn obyyatoLmxcsa

npakTuyeckas
paboTa

Moaynb 2. CounanbHble
Ncuxosiornyeckmne u
TEeXHONOrnyeckme yrposbl
6e3onacHocTun
HeCoBepLUEHHOJIETHMX B
coumanbHbIX CETAX

2.1

CouuanbHasna ceTb. CeTeBON 3TUKET

2.2

KunbepbezonacHocTb 1
knbeprurveHa WKONbHUKOB

npakTnyeckas
paboTa

2.3

Buabl Knbepyrpos B counasibHbIX
ceTax

npakTuyeckas
paboTa

2.4

Mcuxonoruyeckne
Knbepyrpo3biHeCOBEPLUEHHONETHUX
B COLMANbHBIX CETAX

npakTnyeckas
paboTa

2.5

CoumnanbHble Knbepyrposbl
HEeCcoBepLUEHHONIETHUX B
couManbHbIX CETAX

npakTuyeckas
paboTa

2.6

TexHonornyeckne kKnbepyrposbl
HeCcoBepLUEHHOJIETHUX B
coumnabHbIX CeTAX

npakTuyeckas
paboTa

Moaynb 3. NpoeKkTupoBaHne
obpa3oBaTeNbHON AeATENbHOCTH
no hopMMpPOBaHMIO
knbepbesonacHoro noeeneHns
HEeCOBEepLUEHHOJIETHUX B
coumasibHbIX CETAX

3.1

MeToaun4vyeckne npnemsl,
MeXaHW3Mbl, (hopMb
npouNaKTUKN
knbepbesonacHocTun
HEeCOBEepLUEHHOJIETHMX B COLICETAX

npakTuyeckas
paboTa

3.2

Mepbl 3aWKnThl
HeCOoBepLUEHHONIETHUX OT
knbepyrpos B couceTsx

npakTnyeckas
paboTa




MnaHvpoBaHue 1 opraHnsaunsa

npakTnyeckas
3.3 || meAaTenbHocTM obyyatowmMxcs no 2 0 2 0 6
paboTa
3awmTe oT Knbepyrpos
MpoekTupoBaHue
obpasoBaTenbHOro MeponpuaTUs
npakTmyeckas
3.4 || no knbepbesonacHocCTK C 6 0 2 4
paboTa

MCNOoJIb30BaHMEM LIMPPOBbLIX
NWHCTPYMEHTOB U CEPBUCOB

WToroeas atTecTtaums (no

4 COBOKYMHOCTW BbIMOJIHEHHbIX 0 0 0 0
paboT)
NToro 36 9 17 10

2.2. Pabouyas nporpamMmma
1 Moaynb 1. TocypapcTBeHHas noautuka B cpepe obpasoBaHus
1.1 BxogaHOM KOHTPOJb ( camocToAaTesbHasa pabota -1 4. )

CamocTosTenbHas pabota-CamoctoaTensHasa paboTta. BoinosiHeHMe TecTa.

1.2 Nl'ocypapcTBeHHasa nonuTuKa B cchepe obuiero obpasosaHus Poccuinckon depepauum (
nekumsa - 14.)

Nekuuns-Obpa3oBaTeNbHOE 3aKOHOAATENbCTBO Poccuinckon ®enepaunn. Llenn n knoyeBble 3a8a4m
Poccuinckon ®epepaunm B chepe obpasoBaHms. HaunoHanbHbIN NpoekT «Obpa3oBaHmne». MexaHuU3Mbl
OOCTUXXEHNS NOCTaBNIEHHbIX Liesiel. 3aKoHodaTesibHble U HOPMATMBHbIE aKTbl POCCUINCKOM
depepaumm B obnactm knbepbesonacHocTu.

1.3 UudpoBasa TpaHcchopmaumnsa obpasoBaHua ( nekums - 1 4. )

Nekyuna-«CtpaTternsa pa3sutusa nHGopMaunoHHoro obuwecTsa B Poccuinckonm ®epepauymm Ha 2017 -
2030 roabi». Mporpamma «Lngposas skoHoMMKa Poccnnckonm ®epepaunm». HaunoHanbHasa uenb
pa3BuTus Poccuiickon ®epepaumn «Undposasa TpaHchopmaumnsa». CyTb ungposon TpaHchopMaumnm
obpasoBaHua. TexHonornyeckoe obHoBNEeHME N HOBas AMOaKTuUKa obpa3oBaHUs, NnepcoHaan3aums
obpa3oBaTeNibHON AeATeNIbHOCTM Ha OCHOBE MCMO/b30BaHMSA pacTyLLero noTeHumana UnMgppoBbix
TEeXHON0rnn. AKTyasibHble€ HaBbIK/ N MPaKTUKN NpenogaBaHns B LMEGPOBYO 3MOXY.

1.4 HopMmaTuBHOe peryaupoBaHue B Bonpocax obecneyeHusa kubepbesonacHocTu
obyuarowmuxca ( camoctoaTeNbHasa pabota -2 4. )

CamocTosTensHas paboTa-AHann3 obpa3oBaTeNIbHOro Kelca, pa3MeLLeHHOro Ha CTpaHuLe Kypca
BUPTYyasibHOM oby4atowen cpeabl http://68cdo.ru/moodle. HopmaTmnBHO-NpaBoBoe obecnevyeHne
nHpopmMaumoHHon besonacHoCTU geTen B umdpposon obpasoBaTenbHoOM cpene: PenepasbHbIN 3aKOH
0T 29.12.2010 Ne 436-D3 «O 3awmTe geten oT uHpopMaumm, NpUYMHAIOLWEN Bpea X 340P0BbI0 1
pa3suTuio». ®eaepanbHbll 3aKoH OT 8 nioHA 2020 1. Ne 177-03 «O BHECEHUN U3MEHEHUN B
depepasibHbi 3aKOH «O6 nHpopMaumm, NHPOPMALIMOHHBIX TEXHOJIOTUAX N O 3alnMTe MHpopMaLnm»;
Yka3 lNMpe3upeHTa Poccunckon Pegepaumm ot 21.07.2020 Ne 474 «O HauMOHaNbHbIX LessX pa3Butus
Poccuinckon ®egepaumm Ha nepmof Ao 2030 roga». OCHOBHbIE acneKTbl MHhOPMaLMOHHOM
6e3onacHoCTU B Luudposon cpene. Knoyesble HaBbIKK yYNpaBaeHnsa MHGopMauen n gaHHbIMU.
KoHuenuwua nHgopmaumnoHHon 6e3onacHoCcTn aeTein, yTeepxaeHHas MpasutenscTesoM PO. 3apgaHue.
Ha ocHoBe aHanm3a MaTepunanoB obpasoBaTesbHOro Keca «HopMaTUBHOE peryamposaHme B
Bonpocax obecneyeHus knbepbesonacHocTn obyyatowmxcs» Boibepnte He MeHee ABYX
KayeCTBEHHbIX N KOJIMYECTBEHHbIX KPUTEPMEB MO aKTyaslbHOMY HampasBaeHuto obecrnevyeHuns
Knbepbes3onacHOCTU HECOBEPLUEHHONETHMX. BbiMoNHEHHYO paboTy, pa3MecTuUTb B IMYHOM KabuHeTe
caywaTens Ha naaTdopMe UCTaHLNOHHOIMo 0by4eHuns.

2 Moaynb 2. CoumnanbHble, MCUXOJIOTUHECKUE U TEXHOJIOFUYecKue yrposbl 6esonacHocTum
HeCOBEepPLUEHHONEeTHUX B COLUAJIbHBIX CEeTAX
2.1 CoumanbHasa ceTb. CeTeBOM dTUKET ( Nekums - 1 4. camocToATeNnbHasa paboTta - 2 4. )

Nekuwnsa-CouymanbHasa ceTb. OCHOBHbIE NOHATUA. Bnabl coumanbHbix ceTen. CeTeBon 3TUKET.

MoHATKe ceTeBOro aTukeTa. Buabl aTukeTa. O6wme NpaBuia CeTeBOro sTukeTa. BsanmHoe



YBa)KeHWe Npu CeTeBor KOMMYHUKauun. CeTeBo 3TUKeT U Knbepbe3onacHOCTb.

CamocTosTenbHas paboTta-Ha ocHoBe aHanM3a CUTYyaUNOHHbIX 3af4aHni, pa3paboTaTb NaMATKY Ans
obyyarLwmxcs no NpaBuiaM CETEBOro 3TMKETa B COLMalIbHbIX CETSAX. BbiMonHEHHYO paboTy,
pa3MecTUTb B IMYHOM KabuHeTe caywaTens Ha naaTdopMe ANCTAHLUOHHOIO 06yyYeHuns.

2.2 KnubepbesonacHocTb U KubeprurmeHa LWKOMbHUKOB ( JleKLUS - 2 4. NMpaKTUYeCcKoe 3aHATue -
1 4. camocTosTeNbHas paboTa -1 4. )

JNlekumsa-AkTyanbHOCTb, Npobnembl knbepbesonacHocTn. KubepbesonacHoCTb, Kak COCTaBHas 4acCTb
nHpopmMaumoHHon 6ezonacHoCTU. OCHOBHbIE MOHATUSA U onpeaesieHns B obnactu
knbepbesonacHocTU. MoHATUE KnbeprurneHsl. NMpaeuna kKnbeprurneHol: obecnevyeHne 6esonacHoOCTH
y4yeTHbIX 3anucen, 6azoBbie npneMsbl Lngposon knbepbeszonacHOCTU LLWKOSbHUKOB.

MpakTunyeckasn paboTta-PaboTa B Mukporpynnax. Ha ocHoBe npeaocTaB/ieHHbIX NHHOPMaLMOHHbIX
pecypcoB ceTun HTepHeT no npodunakTnke knbepbesonacHoCTN N KMBeprurmeHbl
HeCoBepLUEeHHOIETHUX COCTaBUTb KPaTKY0 aHHOTALWIO MHPOPMaLMOHHOro pecypca n
peKkoMeHaaLmMn rno ero NCcnonb3oBaHuto. O6CyaAnTb NOsyYeHHbIE peKOMeHaLun B rpynne.

CamocTosTenbHasa pabota-Ha ocHoBe aHanm3a y4ebHbix MaTepunanoB Kenca «KnbepbesonacHOCTb 1
KnbeprurmeHa WKOJIbHUKOB» COCTaBUTb YeK-NnnucT npasuna kmbeprurmeHsl oasa obyyatowmxcs.
BbinosiHeHHY0 paboTy pa3mMecTuTb B IMYHOM KabuHeTe cnywaTens Ha nnaTopMe AUCTAaHLWUOHHOIO
oby4eHus.

2.3 Bupgbl kubepyrpos B coumasibHbIX ceTax ( nekums - 1 4. npakTUYeCcKoe 3aHaTue - 2 4. )

JNlekumsa-NloHaTue «yrposa knbepbesonacHocTu». Knaccndumkauyms yrpos. Buasl puckos B
coumnanbHbix ceTax ana obydatowmxcsa. Hanbonee pacnpocTpaHeHHble yrpo3bl. MeToanka
onpeneneHns akTyasibHbIX Yrpo3 knbepbes3onacHOCTN B COLMalbHbIX CETSX.

MpakTunyeckasa pabota-PaboTa B MMkporpynnax. Ha ocHoBe aHa/In3a npeasioXXeHHbIX
BUOEOPONIMKOB onpenennTb Buabliknbepyrpos. O6cyanTb NosyYeHHble pe3ynbTaThbl B rpynne.

2.4 NMcuxonornyeckue KMbepyrposbl HECOBEPLUEHHOJIETHUX B COLManbHbIX ceTax ( nekuuns - 1
Y. NpaKTn4eckoe 3aHATHne - 2 4. )

Nekuuns-KnbepbesonacHOCTb B colmasnbHbiX ceTax. MHTepHeT-3aBUCMMOCTb. [1eCTpyKTUBHbIE
arpoTexHukn («CuHmn knt, «Mumo», «KpacHas coa» u ap.). Knbepbynnmur: onpegeneHue, npuymHbl
BO3HWKHOBEHUSA. Buabl n Tunbl GUTUHra. PnTuHr-atakn. MeToabl NCUXOSIOrNYECKOro
MaHUMYyINPOBAHMSA N TEXHONOrn4yeckoe obecnevyeHne MoleHHNYecTBa. AHOHMMHasa ceTb Darknet.
MeToAbl, NUHCTPYMEHTLI BOBJleYeHna aeten B ceTb Darknet. Cnocobebl BeisiBNeHnsa. OcobeHHOCTH
pearnpoBaHuns, BO3MOXXHOCTU U NHCTPYMEHTbI NMPOTMBOAENCTBUS.

MpakTunyeckasn paboTta-Ha ocHoBe NpefoCTaBAEHHOrO Kelca IHTepHeT pecypcoB, onpeaennTb TUn
MCUXO0SI0rn4ecknx Knbepyrpos HeCoBEPLUEHHOETHNX B COLMasnbHbIX ceTax. ObcyanTb NosyyYeHHble
pe3ynbTaThl B rpynne.

2.5 CouumanbHblie Kubepyrposbl HECOBEpPLUEHHONIETHUX B COUMaNbHbIX ceTaX ( ekuus - 1 u.
npakTuyeckoe 3aHaTme - 2 4. )

JNlekumsa-CoumnanbHbleKnbepyrposbl: IKCTPEMU3IM U XYJUXAHCTBO. NPMU3HaKM BOBAEYEHNS
LIKOJIbHUKOB B 3KCTPEMUCTCKME cooblecTBa. PennrnosHele n noanTUHeckme pagnkasbHble rpynnol.
XpUCTUaHCKne opaoKcasbHble CEKTbl. POpMaTbl MOHUTOPUHIA COLManbHbIX Knbepyrpos
HEeCOBEpPLUEHHONIETHUX B COLMAbHbIX CeTAX.

MpakTunyeckasa pabota-MpoBecTn aHann3 NpPensIOXKEHHbIX CUTYaUU 1 BbISBUTb MPU3HAKKN
coumanbHbIX KNbepyrpos HeCOBEPLLUEHHOIETHUX B COLMANIbHbIX ceTax. ObcyanTb NoslyYeHHbIe
pe3ynbTaThbl B rpynne.

2.6 TexHOoNornyeckue Kubepyrposbl HeCoBepLUEHHOJIETHUX B COUuManbHbIX ceTaX ( ekuns - 1
Y. NpaKTU4ecKoe 3aHaTme - 2 4. )

Nekunsa-Tunbl TeEXHONOrMYeCcKnX Knbepyrpos HeCOBEPLUEHHOIETHUX B COLMAJIbHbIX CETSX.
OpraHu3aumns 3alnTbl OT BPeJOHOCHOr0 NporpamMMHoro obecnevyeHuns - BUPyChl, YEPBU, TPOSHDI,
PYTKNUTbI, MAaKpOBUPYChl. MPUHLKNLI, Ha3Ha4YeHne, BeKTOpPbl paboTbl TEXHOOrN4Yeckux KmnbepaTak.
CnaM 1 HaBA34YMBas pekjlaMa Kak pa3HOBUAHOCTb BPEeAOHOCHOr0 MporpaMmMHoOro obecneveHms.

MpakTuyeckas paboTa-NMpoBeCcTn aHaNN3 NPEASIOXKEHHbBIX CUTYaLNA U BbIABUTb NPU3HAKK
TEXHOJIOrNYeCcKMxX Knbepyrpos HeECOBEPLLUEHHOJIETHUX B COLManbHbIX ceTax. ObCyaAnTb NONyYeHHbIE



pe3ynbTaTbl B rpymnne.
3 Moaynb 3. NMpoekTupoBaHue obpasoBaTesibHOM AeATEJIbHOCTU NO (POPMUPOBAHUIO
KubepbesonacHoro noBegeHus HeCOBEpPLUEHHONIETHUX COLManbHbIX CETAX

3.1 MeToau4yeckue npueMbl, MexaHusMbl, popMbl NpodpunakTukm kubepbesonacHocTun
HeCcOoBepPLUEeHHONEeTHUX B CoOLCeTAX ( MpakTMYeckoe 3aHaTue - 2 4. )

MpakTunyeckasn paboTta-PaboTa B Mukporpynnax. Ha oCHoBe pacCMOTPEHHbIX paHee kKnbepyrpos
(Ncuxonormyeckmnx, coumasnbHbIX, TEXHONOMNYECKNX) A5 HECOBEPLUEHHONETHUX: BbiOpaTb 0AVH 13
BNLOB KNbepyrpos; ocywecTeMTb 0TOOp NpUeMoB, MexaHn3mMoB, hopM NPOoOUNaKTUKN 4Nns
BblIbpaHHOro Buaa Knbepyrpos; NoAroToBMTb METOAMYECKME NN OANAAKTUYECKME MaTepuabl ans
MPOEKTUPYEMOro 3aHATUS/MeponpuaTra no npodunnakTnkekmbepbesonacHocTnoby4aoLWwmnxcs B
couceTsx; o6CcyanTb NONYYEHHbIE pe3y/ibTaTbl B Fpynne.

3.2 Mepbl 3aluUTbl HECOBEPLUEHHOJIETHUX OT Kubepyrpos B couceTax ( NpakTUYeCcKoe 3aHsATuE -
24.)

MpakTunyeckasn paboTta-PaboTa NpoBOANTCS B MMKPOrpynnax: oCywecTBUTb BbIBOp Mep 3alUnThbI
obecneyveHnsa knbepbeszonacHocTn, cnocobos opraHnsaunm knbepbesonacHom paboTbl obyyvatowmxcs
B COLMAJIbHbIX CETAX; apryMeHTMPOBaTb CBOM BbIOOP.

3.3 MnaHupoBaHue u opraHM3sauusa OefaTeNbHOCTU oby4alowuxcsa no 3awuTe oT Kubepyrpos
( MpakTuyeckoe 3aHATME - 2 4. )

MpakTunyeckasn pabota-PaboTa B Mukporpynnax. PaspaboTaTb OOPOXHYIO KapTy MeponpusaTuiA no
3awmTe oT Knbepyrpos C No3nLnNKN CoLManbHbIX Ponen y4acTHUKOB obpa3oBaTelbHbIX OTHOLLUEHWIA.
Ob6cyonTb NMoJlyYeHHble pe3ysbTaThbl B Frpynne.

3.4 MpoekTupoBaHne obpasoBaTesiIbHOro MeponNpuATUA No kKubepodesonacHocTH ¢
Mcnosnb3oBaHueM LU POBbIX UHCTPYMEHTOB U CEPBUCOB ( NMpaKTM4eckoe 3aHsaTuMe - 2 Y.
camocToaTeNnbHasa paboTta -4 4.)

MpakTunyeckasn pabota-PaboTa B Mukporpynnax. BeibpaTb n3 pazpaboTaHHOW AOPOXXKHOW KapThbl
0HO N3 MeponpuATUNn. OCyLLecTBUTb BbIBOP LNGPOBLIX MHCTPYMEHTOB U CEPBUCOB, HEOBXO0ANUMbIX
0N MPOEKTUPOBaAHUSA 3aHATUS/ CLUeHapua MeponpusaTua no knbepnpouiakTuUke B colmanbHbIX
ceTsaAx. ObcyanTb Nony4yeHHble pe3yabTaTbl B Frpynne.

CamocTosTensHas paboTta-PaspaboTaTb TEXHOOMMYECKYIO KapTy 3aHATUS/CLLEHaPUS MeponpuaTuns
no knbepnpodunakTke B COUNANIbHbIX CETAX. BbINONHEHHYO paboTy, pa3MecTuTb B JINYHOM
kabuHeTe cnywaTens Ha nnaThopMe ANCTAHLUNOHHOIo 06yyeHuns.

4 NTtoroBas aTrecTtauus oCyLUecTBSAETCA N0 COBOKYNHOCTU pe3ynbTaToOB BCEX BUA,0B
KOHTPOJIfAA, NPeAyCcMOTPEeHHbIX NPOrpaMMon.

Paspen 3. ®PopMbl aTTeCTauum U OLLEHOYHbIe MaTepuanbl

BX0OAHOW KOHTpPOJb
dopmMa: TecTupoBaHme
OnucaHue, TpeboBaHUA K BbINOJIHEHUIO:
BxopoHoe TeCcTupoBaHmMe COCTOUT U3 15 BOMPOCOB, MaKCUMasibHoe KonnyecTBo 6annos - 15. Bpems
TecTupoBaHus - 1 yac.
Kputepuu oueHuBaHus:
Bonee 50% npaBuibHbLIX OTBETOB - [OCTAaTO4YHbIE NCXOAHbIE (Ba30Bble) 3HaHMA B 0bnacTun
HanpaBJieHNa NporpamMmMmsbl, CaylaTesb FroToB K 06y4YeHMto No AaHHOW NMporpamMmMe MnoBblLLIEeHUS
kBanndunkaunmn. MeHee 50% npaBnibHbIX OTBETOB - HEQOCTATOYHbIE NCXOAHbIE (Ba30Bble) 3HaHUSA B
obnacTtn HanpasneHus nporpaMmmel. CnywaTtensam, Habpaswum MmeHee 50% NpaBuibHbIX OTBETOB,
byneT npenioXKeH MHANBMAYaANbHbINA MaaH Mo YCTPAaHEHUIO BbISIBJIEHHbIX Ae(ULNTOB.
Mpumepsbl 3apaHuiA:



1. Kakue npobsiemMbl pellatoTCs € MOMOLLbIO KN6eprurneHno?

a) HapyweHune 6e3onacHoCcTu, NoTeps AaHHbIX.

6) YcTapeBLlee nporpaMMHoe obecrevyeHue.

B) YCTapeBLIUA aHTUBUPYC.

r) Bce Bbilwe nepevyncneHHoe. (BepHo)

2.CooTHeCUTE BUZbl CETEBOIrO KMbEpPOyiIMHIra ¢ ero KpaTKow XapakTepUCTUKOM.

Buabl ceTeBoro
knbepbynnuHra

XapaKTepucTuka

1.OnwnHr

3aMaHMBaHMe noJib3oBaTesds Ha noadeflbHbli  CalT, C  LUefblo
rnepexBaTuUTb [aHHble MNoJib30BaTeNs (AaHHbIE KapTbl, JIOFTWH, MapoJsib
canTa-opurnHana v T.n.).

2.BuwinHr

MoweHHNYeCcTBO C NoMoLbio TenedoHa. Lenb - BbIMaHUTb NAaTeXHble
OaHHbIe, C MOMOLLBbIO KOTOPbIX MOXHO YKpPaCTb AEHbMM C KapTbl MU
Kowenbka. YacTto ponosHuTenbHO npuckiaetca CMC co ccbuikonm,
KOoTopas BedeT Ha PULIMHIOBLIA CanT.

3. "JlInnoBble
akumn"

Monb3oBaTesnb MOXeT Mosy4nTb coobuieHne (Mo TenedoHy, No4Te UIn
SMS), 4TO BbIMFrpan HeKUN Mpus, a Ans ero noaydeHnsa Heobxoanmo
«YNNaTuTb Hanor», «onaaTuTb OO0CTaBKYy» WJIN MPOCTO MOMOJIHUTb Kakom-
TO CYyeT.

4. ONWINHr-aTakmn

Monb3oBaTesNto Ha 3JIEKTPOHHYIO MOYTY MOCTyMakT BCMJbiBalOLWme
CoObLEHNSA N CCbIIKN Ha (PULINHIOBble Be6-CalThl, C Uesblo 06MaHHbIM
rMyTEeM BbIABUTb Yy NOJAyYaTensa ANYHy0 MHGOpMaLnto, 4acTo PMHAHCOBOIro
XapakTepa.

5.1o)xHas
6J10KMpoBKa

Mpwn nonbiTKe 3alTun B coumasbHyo ceTb nosiBNsieTcs
H6aHHep/aKpaH/KapTWHKa, rae noApobHO pacnucaH BapuaHT «CrnaceHus»
OT 6/I0KMPOBaAHMS CTPaHuULbl, KOTOPLIA BK/OYaeT OTnpaBky SMS Ha
«KOPOTKUN» HOMEp WM BBeleHWe Kofa noATeBepxieHus. B nepsom
cJlyqae NpouUCXonuT pa3oBoe CrucaHne AeHer, a BoO BTOPOM ogopMseTcs
exeflHeBHas NOAMNUCKA Ha KaKylo-1nbo NaaTHYo yCayry.




KonnyecTBo nNonbITOK: 2

TeKyLWu N KOHTPO b
Paspen nporpammsbl: Moaynb 1. FlocygapcTBeHHas NONNTUKA B chepe obuiero obpa3oBaHus
Poccuinckon ®epepaunm Tema 1.4 HopmaTmBHOE peryanpoBaHme B Bornpocax obecnevyeHuns
knbepbesonacHocTn oby4daromxcs
dopmMa: camocToaTenbHas paboTa
OnucaHue, Tpeb6oBaHUA K BbIMOJIHEHUIO:
YcnoBua opraHusaumm camocTosaTeIbHOM paboThl: Ka)KAoMy CAyLlaTesnto npeasiaraeTcs NpoBecTu
aHann3 MaTepuanoB obpas3oBaTesbHOrO Kenca «HopMaTMBHOE perynmpoBaHue B BOMpocax
obecneyeHns knbepbesonacHoCTU obyvaloWmMXCA», YKasaTb He MeHee ABYX Ka4eCTBEHHbIX U
KOJIMYECTBEHHbIX KPUTEPUEB MO aKTyasbHOMY HarnpaBJsieHuto obecrneveHns kmbepbesonacHOCTH
HecoBepLUeHHONeTHUX. BeinonHeHHy0 paboTy caywaTenn pasMeLwatoT B IMYHOM KaburHeTe Ha
naatdopme ANCTaHUNOHHOIoO 0by4YeHuns.
Kputepuu oueHuBaHus:
COOTBETCTBME TeMe 3afaHuUs, IOFTMYHOCTb U apryMeHTUPOBAHHOCTb NMpenCcTaB/IeHHbIX KPUTEPUEB.
3afaHune cHNTaeTCs BbINOJIHEHHbLIM, €CX NPeACTaB/IEHO HE MeHee ABYX Ka4eCTBEHHbIX U
KOJIMYECTBEHHbIX KPUTEPUEB MO aKTyaslbHOMY HarnpaBseHuto obecneveHuns kmbepbesonacHoCTn
HeCoBepLLUEeHHOJIETHUX.
Mpumepsbl 3apaHuN:

MNpoaHanu3vpoBaTb MaTepuasnbl obpa3oBaTeNIbHOIo Kelca «<HopMaTUBHOE peryampoBaHmue B BOMpocax
obecneyvyeHuns knbepbesonacHoCTM oby4aoLWMXCA», Pa3MELLEHHOrO Ha CTPaHULE Kypca BUPTYyasibHOMN
obyyatowen cpenbl http://68cdo.ru/moodle

. YKa3aTb He MeHee ABYX Ka4eCTBEHHbIX U KOJIMYECTBEHHbIX

KPUTepMeEB MO aKTyasibHOMY HarnpaB/eHUIO

obecrneyeHns kubepbesonacHOCTN HECOBEPLUEHHOJIETHUX.

BbinonHeHHyo paboTy pasMecTuTb B JIMYHOM KabnHeTe cnyliaTens Ha niaThopMe AUCTaHLMOHHOMO
obyyeHus.

KonuyecTBO NONbITOK: HE OrpaHU4YeHo

Paspen nporpammebi: Moaynb 2. CounasnbHble, MCUXOSIOrNYECKME N TEXHOIOMNYeCKue yrposbl
6e30MacHOCT HECOBEPLLUEHHOJIETHUX B COLManbHbIX ceTax. Tema 2.1 CouymnanbHasa ceTb. CeTeBon
3TUKeT

dopmMa: camocToaTenbHas paboTa

OnucaHue, Tpe6OBaHUA K BbINOJIHEHMIO:

YcnoBua opraHusaumm camoctTosaTesibHon paboTel: caywaTtensam npegnaraetca 6aHK cMTyaunMoHHbIX
3afaHnn «CeTeBOM 3TUKET 1 KnbepbesonacHOCTb», pa3MeLLEHHbI Ha CTPaHULLe Kypca BUPTYyasibHOWM
obyyatowen cpeabl http://68cdo.ru/moodle; cnywaTenio NnpegiaraeTcs NpPoBecTn aHaan3
CUTYaLUMNOHHbIX 3a4aHui, paspaboTaTe NaMATKY Ana obyyalowmxca no npasnMiaM CeTEBOro 3TUKeTa B
coumnanbHbIX ceTAX. BeimonHeHHyo paboTy cnylwaTenn pa3MeLLaoT B IMYHOM KabuHeTe Ha
naatdopmMe ANCTaHUNOHHOIo 0by4YeHuns.

Kputepuu oueHuBaHus:

COOTBETCTBME TEMe 3afaHus, IOrMYHOCTb, Nefgarornyeckasn LenecoobpasHoCTb coaepxaHusa
namaTKu.

MpumMmepbl 3apaHui:


http://68cdo.ru/moodle

MpoaHann3npoBaTb CUTyauMOHHbIE 3apaHua «CeTeBo 3TuUKeT U  KubepbesonacHOCTb»,
pa3MelleHHble Ha CTpaHuue Kypca BupTyanbHoW oby4atowen cpenbl http://68cdo.ru/moodle
; pa3paboTaTb NamMATKy Ana obyvalowmxca no npasuiaM CeTEBOro 3TUKETa B COUMasbHbIX CETSAX.

BbinonHeHHyo paboTy, pa3mMecTuTb B IMYHOM KabuHeTe cnywaTens Ha nnatdopMe ANCTaHUMOHHOIO
obyyeHus.

KonuyecTBO NONbITOK: HE OrpaHU4YeHo

Paspen nporpammebl: Tema 2.2 KnubepbesonacHocTb 1 kubeprurneHa LKoJIbHUKOB

dopmMa: npakTnyeckas paborta

OnucaHue, TpeboOBaHUA K BbIMOJIHEHUIO:

YcnoBusa opraHusaumm npakTuyeckon paboTsl: paboTa NnpoBoanTCa B MUKporpynnax 5-6 yenosek. Ha
OCHOBE MH(pOPMaLMOHHbIX pecypcoB ceTun MIHTepHET no npodunakTuke knbepbesonacHoCTN n
KnbeprnrneHe HeCOBEpPLLUEHHOJIETHUX, Pa3MeLLEHHbIX Ha CTpaHULLe Kypca BUPTYyasibHOW oby4atowen
cpensbl http://68cdo.ru/moodle, cnywaTenn CoCTaBAAT KPaTKYO aHHOTaUUo MHPOPMAaLLMOHHbIX
pecypcoB 1 pa3pabaTbiBaloT peKoMeHAaunn no nx NCnosib3oBaHMo. Pe3ynbTaTbl BbINOJIHEHHOW
paboTbl NpeacTaBnaoT B Buae tabauubl 1. CnywaTtenn obCcyxaatoT Nojlyv4eHHble pe3ysibTaThl B
rpynne.

KpuTepumn oueHUBaHUA:

COOTBETCTBUE TEME 3a4aHUA, IOTMYHOCTb, Negarornyeckasn LenecoobpasHoOCTb MO NCMOb30BAHMIO
peEKOMeHAaLNI C TOYKM 3peHns obecnevyeHmnsa kmbepbesonacHOCTU N KNbeprurneHsol
HEeCOBEpPLLUEHHOIETHUX.

MpumMmepbl 3apaHui:

MpoaHanuinposaTb MNpenoCTaB/ieHHble WHPOPMAaLWMOHHbIE pecypcbl cetn WHTepHeT no
npocdmnnakTnke knbepbesonacHocTn n KubeprurmeHe HeCOBEPLUEHHONETHUX, pa3MeLLeHHble Ha
CTpaHuLUE KypcCa BupTyaJibHoM oby4awuwen cpeabl http://68cdo.ru/moodle. CocTaBuTb KpaTKylo
aHHOTaUMI0 MHMOPMALMOHHOIO pecypca M pa3paboTaTb pekoMeHAauun Mo ero UCMoJb30BaHUIo,
pe3ynbTaTbl paboTbl npeactaBuTb B Buae Tabauubl 1. O6CyauTb MOAyYeHHble pekoMeHZauun B

rpynne.
Tabnuua 1. Pecypcbl ceTn IHTEPHET AJ151 NCMOJ1b30BaHUs B paboTte
rno obecrieveHno kKnbepbezonacHOCTU n KnbeprurneHbl HECOBEPLLUEHHOIETHUX

PekomeHpauuun

Anpec B ceTun KpaTkas

Ha3BaHune pecypca rno

NHTepHeT aHHOTauunA

MCMNOJIb30BaHNIO

EOVHBIN ypOK
6e3onacHoOCTU B EonHbIN ypok PO
cetn HTepHeT

http://www.saferunet.ru/

LleHTp 6e3onacHoro
WHTepHeTa B
Poccunm



http://68cdo.ru/moodle
http://68cdo.ru/moodle
https://www.xn--d1abkefqip0a2f.xn--p1ai/
http://www.saferunet.ru/

Be3onacHbIn
NHTepHeT onga

neTen: . .
http://i-deti.org/

3aKOHOOaTeNbCTBO,

COBETHI,

MeXXOYyHapOoaHbIN

onbIT

OdmunanbHbI

. http://www.ligainternet.ru/encyclopedia-
canT «Jlura

of-security/parents-and-teachers/

6e3onacHoro
NHTepHeTa»

KosimyecTBO NONBLITOK: HE OrpaHNYeHo

Paspen nporpammebl: Tema 2.2 KnbepbesonacHocTb n knbeprurneHa WKoJIbHUKOB

dopmMa: camocToaTeNbHas paboTa

OnucaHue, TpeboBaHMA K BbINOJIHEHUIO:

YcnoBusa opraHusaumm camocTosTenbHoM paboThl: caywaTtensam no teMe «KnbepbesonacHocTb n
KnbeprmnrmeHa WKONbHMKOB» NpefnaraeTcsa Kenc y4ebHbIX MaTepuasioB, pa3MeLLEeHHbI Ha CTpaHuLe
Kypca BUpTyanbHon obyyatowen cpenbl http://68cdo.ru/moodle; cnywaTento Ha OCHOBe aHaJM3a
y4yebHbIX MaTepnanos, npegJsiaraeTcs COCTaBUTb YeK-INCT npaBua KMbeprurmneHsl ans
obyyvatowmxcs. BoinonHEHHYO paboTy cnyliaTenb pasMellaeT B JIMYHOM KabuHeTe Ha nnaTtdopme
ONCTaHUMNOHHOIro oby4yeHus.

Kputepumn ou,eHUBaHUA:

MoJIHOTa, JIOTMYHOCTb, COOTBETCTBME NMpaBua KMbeprurmeHsl Bugam Knbepyrpos.

MpuMepbl 3apaHUK:

MpoBecTn aHann3 y4ebHbIXx MaTepuanoB Kenca no TemMe «KunbepbesonacHocTb M kKubeprurmeHa
WKOJIbHMKOB»,  pa3MEeLeHHbIX Ha CTpaHWUle Kypca BupTyanbHoi  obyvatowen cpepbl
http://68cdo.ru/moodle;

COCTaBUTb YeK-NCT npaBun kKnbeprurnersl ans obyvatowmnxcs. BeinosiHeHHY paboTy pasmMecTuTb B
JINYHOM KabuHeTe cnylwaTens Ha nnaTgopMe ANCTaHLUOHHOIo obyyeHuns.

KonuyecTBO NONbLITOK: He orpaHmn4yeHo

Paspen nporpammsbl: Tema 2.3 Buabl Knbepyrpos B coLmasibHbIX CETAX

dopmMa: npakTnyeckas paborta

OnucaHue, Tpeb0OBaHUA K BbINOJIHEHMIO:

Ycnosusa opraHumsaumm npaktnyeckon paboTtbl: paboTa NpoBOANTCA B MUKPOrpynnax 5-6 4esioBek.
CnywaTtenam npepnaraetcs 6aHK BUAEOPOSIMKOB, Pa3MELLEHHbIN Ha CTpaHWULLE Kypca BUPTYasibHOM
obyyatowen cpenbl http://68cdo.ru/moodle. Ha ocHOBe aHann3a NpeanoXXeHHbIX BUAEOPOSIMKOB
cnywaTenu onpenensoT Bug knbepyrpos. Cnywatenn obcyXaaloT NoJsiy4eHHble pe3ynbTaThl B
rpynne.

Kputepumn oueHuBaHun:

NpPaBWUJIbLHOCTb OnpenesieHns Buaa Knbepyrpos B COLMalibHbIX CETAX MO BbISBJIEHHLIM OMACHbLIM
npru3HakaMm (BM3yasbHble obpa3sbl, TekcToBas MHMopMaumsa, coobiecTsa, NOANNCKN, APY3bS).
Mpumepsbl 3apaHuK:

MpoaHann3npoBaTb MNPenJsIoXKEHHbIN BaHK BUAEOPOSIMKOB, pa3MeLLEeHHbIN Ha CTpaHuLe Kypca
BUpTyanbHoM obyyvatowien cpenbl http://68cdo.ru/moodle



http://i-deti.org/
http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/
http://68cdo.ru/moodle
http://68cdo.ru/moodle

; onpenennTb BuAbl Knbepyrpos. O6cyanTb NosyvYeHHble pe3ynbTaThl B Fpynne.

KonuyecTBO NONbLITOK: He orpaHmn4yeHo

Paspen nporpammebl: Tema 2.4 lNMcnxonornyeckne Knbepyrposbl HECOBEPLUEHHONETHUX B
COUMaNbHbIX CETAX

dopmMa: npakTnyeckas paborta

OonucaHue, TpeboBaHUA K BbIMOJIHEHUIO:

YcnoBua opraHm3saumnm npaktudeckon paboTtbl: paboTa npoBoanTCA B MUKporpynnax 5-6 yenosek. Ha
OCHOBE MpPenJIoXXEeHHOro Keca HTepHeT pecypcoB no Teme «lfcnxonornyeckme knbepyrpossbi
HEeCOBEpPLLUEHHOJIETHUX B COLIMAJIbHBIX CETAX», Pa3MeLLEHHOro Ha CTpaHuLEe Kypca BUPTYanbHOM
obyyvatowen cpenbl http://68cdo.ru/moodle cnywaTtenn onpenensaoT TUM NCUXOSIOrNYECKUX
Knbepyrpo3 HeCcoBepLUEHHOJIETHMX B COLMasbHbIX ceTax. CnywaTtenn obcyXaaT NoslyYeHHbIe
pesynbTaThbl B rpynne.

Kputepuu oueHuBaHus:

BbliBJIEHNE OMNACHbIX MPU3HAKOB U COOTHECEHWE C TUMOM MCMXON0orndyecknx Knbepyrpos
HeCOBEepPLUEHHOIETHUX B COLMalIbHbIX CETAX.

MpumMmepbl 3apaHuiA:

Ha ocHOBe npepocTaBneHHOro Kerca MHTepHeT pecypcoB no Teme «lcmnxonornyeckne knbepyrpossoi
HECOBEpPLLUEHHOJIETHUX B COUMAJIbHbIX CETSIX», pa3MeLlleHHOro Ha CTpaHuue Kypca BUPTYyaJibHOWN
obyvatowen cpeabl http://68cdo.ru/moodle, onpeoennTb TUN MNCUXONIOrMYECKUX Kubepyrpo3
HEeCOBEPLLUEHHOJIETHUX B COLManbHbIX ceTax. O6CyaAnTb NONyYeHHbIE pe3ybTaThl B Fpyrnne.

KonuyecTBO NONLITOK: He orpaHun4yeHo

Paspen nporpammbl: Tema 2.5 CoumanbHble knbepyrposbl HECOBEPLUEHHONETHUX B COLMaJIbHbIX
ceTdax

dopmMa: npakTnyeckasa paborta

OnucaHue, TpeboOBaHUA K BbIMOJIHEHMIO:

YcnoBusa opraHmsaumm npakTndeckon pabotbl: paboTa NpoBOANTCSA B MUKpPOrpynnax 5-6 4enoBek.
CnywaTtenam npefnaraetcst 6aHK CUTYyaUMOHHbIX 3aaHui «CoumnanbHble kKnbepyrpossbl
HeCcoBepLUEHHONETHNX B COLIMAbHbBIX CETAX», Pa3MeLLeHHbIA Ha CTPaHWLLe Kypca BUPTYyaJibHOWM
obyyarowen cpenbl http://68cdo.ru/moodle. Ha ocHoBe Npeano>XeHHbIX CUTyaumin, cayLlaTenn
NpPoOBOAAT aHa M3 1 BbISBASAIOT NPU3HaKKN COLMabHbIX BUAOB KUBEpyrpo3 HECOBEPLUEHHONETHUX.
CnywaTenu obCcyXaalT NoNy4YeHHbIE pe3yfibTaTbl B Fpynne.

KpuTepumn oueHuBaHus:

NPaBUIbHOCTb BbISIBI€HHbIX OMACHbIX MPU3HaKOB N UX COOTHECEHMWE C TUMOM CoLMalbHbIX
Knbepyrpo3 HeCcoBepLUEHHOJIETHUX.

Mpumepbl 3apaHun:

MNpoBecTun aHanu3 6aHka npeasioXKeHHbIX cuTyaumin «CoumanbHble Knbepyrposbl
HEeCOBEepLUEHHONIETHNX B COLMAJIbHbIX CETHAX», pPa3MELLEHHbI Ha CTpaHuue Kypca BUPTyasibHON
obyyvawowen cpeabl http://68cdo.ru/moodle 1 BbISBUTb MNpPU3HAKM CoUManbHbIX  Kubepyrpos
HecoBepLUEHHONIETHNX B COLMaNbHbIX ceTAaX. ObcyanTb NonyveHHble pe3ynbTaThl B rpynne.

KonuyecTBO NONbITOK: HE OrpaHN4YeHo

Paspen nporpammsbi: Tema 2.6 TexHonornyeckmne kmbepyrpo3sbl HECOBEPLUEHHONETHUX B
counasibHbIX CEeTAX

dopmMa: npakTnyeckas pabota

OnucaHue, TpeboBaHUA K BbINOJIHEHUIO:

YcnoBusa opraHusaumm npakTnyeckon paboTtbl: paboTa NnpoBoanTCA B MUKpOrpynnax 5-6 yenosek.
CnywaTtenam npegnaraetcs 6aHK CMTyauMOHHbIX 3afaHuin «TexHonornyeckme kmbepyrposbl
HeCoBepLUEeHHOJIETHUX B COLMalIbHbIX CETAX», Ppa3MeLlleHHbIN Ha CTPaHuLe Kypca BUPTyaJibHOMN


http://68cdo.ru/moodle
http://68cdo.ru/moodle

obyyvatowen cpenbl http://68cdo.ru/moodle. Ha ocHOBe NpenslIoXKeHHbIX CUTYaLUWi, caywaTenn
MPOBOAAT aHa/IN3 U BbISIBASAIOT NPU3HAKN TEXHONOMMYECKNX BUAOB Knbepyrpos
HecoBepLUeHHOoNeTHUX. CnywaTenn o6Cy>XOatoT MoJly4eHHble pe3ysbTaThkl B Fpynne.
Kputepuu oueHuBaHus:

NPaBWUIbHOCTb BbISIBJIEHHbIX OMACHbIX NPU3HAKOB U NX COOTHECEHUE C TUMOM TEXHOJIOMMYEeCKNX
Knbepyrpo3 HecoBepLUEHHOJIETHUX.

Mpumepsbl 3apaHui:

MpoBecTn aHaNn3 NpeanoXXeHHoro 6aHka CUTYaUWOHHbIX 3adaHnn «TexHonornyeckmne Knbepyrpossoi
HEeCOBEpPLUEHHONIETHUX B COLMAJIbHbIX CEeTAX», pa3MeweHHOro Ha CTpaHuue Kypca BUpPTyabHOW
obyyvatowen cpeabl http://68cdo.ru/moodle. BbIsBUTb NMPU3HaKM TEXHOOMMYECKUX BUOOB Knbepyrpo3
HEeCOBEPLLUEHHOJIETHUX B COLMabHbIX ceTaX. OBCyanTb NONyYeHHble pe3ybTaThl B Fpynne.

KonuuyecTBO NONbLITOK: HEe orpaHmn4yeHo

Paspen nporpammebl: Pa3gen nporpammel: Moaynb 3. NMpoekTupoBaHne obpasoBaTenbHOMN
0eATenbHOCTM No hopMuMpoBaHUto KnbepbesonacHoro noBefeHNs HeCOBEPLUEHHONETHMX B
coumanbHbix ceTax Tema 3.1 MeToamnyeckme npmembl, MeXaHN3Mbl, (HOPMbl MPOPUNIAKTUKN
knbepbeszonacHOCTN HECOBEPLLUEHHONETHUX B COLLCETAX

dopmMa: npakTnyeckas paborta

OonucaHue, TpeboBaHUA K BbIMOJIHEHUIO:

YcnoBusa opraHusaumm npakTnuyeckon paboTsl: paboTa npoBoanTCa B MUKporpynnax 5-6 yenosek. Ha
OCHOBE PaCcCMOTPEHHbIX paHee Knbepyrpo3 (MCUXonorn4eckux, CoumanbHbiX, TEXHONOMMYECKNX) AN
HeCoBepLUEeHHONeTHUX: cayLlwaTenn BbibupaoT oanH 13 BUA0B Knbepyrpos; ocyLlecTBasatoT oTbop
npMemMoB, MexaHu3MoB, OpM NPOoUIaKTUKK AN BbIBpaHHOro Buaa Kubepyrpos; ocyLwecTBAA0T
MOArOTOBKY METOANYECKUX NN ONAAKTUYECKUX MaTEPNAsIOB 411 NPOEKTUPYEMOro
3aHATUSA/MeponpuaTra No npodunakTnke KnbepbesonacHoCcTn oby4vatloWMXCa B COLCETAX;
06Cy>XOaloT MoJly4eHHble pe3ybTaThbl B rpynne.

Kputepumn oueHuBaHua:

neparorvyeckas uenecoobpasHocTb Bbibopa NpMemMoB, MEXaHN3MOB, (hOPM NPOUNAKTUKN
knbepyrpos; NosHoTa, IOrNYHOCTb MOArOTOB/IEHHbBIX METOANYECKUX/ANAAKTUYECKMX MaTepnasos
0015 NPOeKTUPYeMOoro 3aHATUA/MeponpuaTns no npodunakTnke knbepbesonacHocTn obyvaoLwmMxcs B
couceTsx.

MpumMmepsbl 3apaHuiA:

Ha ocHOBe pacCcMOTPEHHbIX paHee KNbepyrpo3 (NCUXONOrMYecKnx, coumanbHbIX, TEXHOJIOMNYECKMX)
ONs HecoBepLUEeHHOIeTHMX: BblIbpaTb OOAWH W3 BMAOOB KMOEpyrpos; ocyllecTBUTb OTHOp npuemos,
MexaHn3MoB, HOpM NpodnNakTUKN AN BbiIbpaHHOro Bnaa kKmbepyrpos; nooroToBUTbL MeTOAMYECKME
WA OMOaKTUYecKue MaTepuanbl O NPOEKTUPYEMOro 3aHATUS/MEeponpusaTUa Mo NpoduiakTuke
knbepbesonacHocTK oby4daroLwmnxcsa B couceTax; obcyanTb NosyYeHHble pe3yibTaTbl B rpynne.

KosimyecTBO NONBLITOK: HE OrpaHUNYeHo

Paspen nporpaMmmel: Tema 3.2 Mepbl 3alNTbl HECOBEPLUEHHONETHUX OT KNBepyrpo3 B coLceTax
dopma: npakTnyeckas pabota

OnucaHue, Tpeb6OBaHUA K BbIMOJIHEHUIO:

Ycnosua opraHumsaumm npaktndeckon paboTtbl: paboTa NpoBOANTCSA B MUKpOrpynnax 5-6 4esnoBek.
CnywaTtenam npeanaraeTtcs Keic «Mepbl 3alMTbl HECOBEPLLEHHOJIETHUX OT Knbepyrpos B
COLICEeTSAX», pa3MELLEHHbIN Ha CTpaHULLE Kypca BUPTyasbHON oby4atoLllen cpenbl
http://68cdo.ru/moodle. CnywaTenun ocywecTsasioT BbiI6Op Mep 3awwmnTbl obecnevyeHus
knbepbesonacHocTu, cnocobos opraHn3saumm knbepbesonacHol paboTbl 0byvaloLLNXCS B
couManbHbIX CETHAX.

Kputepumn oueHuBaHua:

cooTBeTCTBMe cnocoboB opraHmn3saummn knbepbesonacHor paboThl 06y4aloLWMNXCSA B COLMabHbIX CETAX


http://68cdo.ru/moodle

MepaM 3anTbl obecrnevyeHnsa kmbepbesonacHocTu. Megarornyeckas LenecoobpasHOCTb MO UX
NPUMEHEHWIO, apryMeHTUPOBAHHOCTb, FPAaMOTHOCTY peyun.
Mpumepsbl 3apaHuN:

Ha ocHoBe aHanM3a Kenca «Mepbl 3aWMTbl HECOBEPLUEHHONIETHUX OT KMBepyrpo3 B COLCETAX>»,
pa3MeLLeHHOr0 Ha CTpaHuue Kypca BupTyaJsbHOW obyyvawowen cpegbl http://68cdo.ru/moodle
OcywecTBMTb BblbOp Mep 3awwunTbl obecnevyeHnss kubepbesonacHocTw, cnocoboB opraHu3sauyum

knbepbesonacHom paboTbl 06yYalOLIMXCA B COLIMAJIbHBIX CETSAX; apryMEHTUPoBaTh CBOI BbIGOP.

KosinyecTBO NONbLITOK: He OorpaHn4yeHo

Paspen nporpammsbl: Tema 3.3 lMnaHMpoBaHNE 1 OpraHn3aumns AesaTeNbHOCTM oby4darowmxcs rno
3almTe oT Knbepyrpos

dopma: npakTn4eckas paboTa

OnucaHue, Tpeb6oBaHUA K BbIMOJIHEHUIO:

YcnoBusa opraHusaumm npaktTnydeckon paboTtbl: paboTa NnpoBoonTCA B MUKpoOrpynnax 5-6 yenosek.
CnywaTenu pa3spabaTbiBalOT 4OPOXKHYIO KapTy MEpPONpUaTKiA No 3almTe Knbepyrposbl C NO3NLUN
CouUMaibHbIX poaen y4acTHUKOB obpa3oBaTelbHbIX OTHOLWeEHWA. CaywaTenn obcyxaaoT
noJly4eHHble pe3yabTaTbl B rpynne.

Kputepuu oueHuBaHus:

COOTBETCTBME TeMe 3aaHUs, IOrNYHOCTb, Nefarornyeckas LenecoobpasHocTb Bbibopa
MEepPONpPUATUIA AOPOXKHOW KapTbl C MO3MLMN COLMaIbHbIX POJiel y4acTHMKOB 0bpa3oBaTesbHbIX
OTHOLUEHWA.

Mpumepsbl 3apaHuiA:

Pa3paboTaTb LOPOXHYIO KapTy MeponpusiTUA Mo 3awuTe oT Kubepyrpos ¢ MO3MLUU COLMalbHbIX
poJieli yHaCTHUKOB 06pa3oBaTesibHbIX OTHOLIEHUA. O6CyANTb NMoyYeHHbIe pe3ybTaTbl B Fpynne.

KosimyecTBO NONBLITOK: HE OrpaHUNYeHo

Paspen nporpammebl: Tema 3.4 lNpoekTnpoBaHue obpasoBaTebHOr0O MepPONpUATUSA Mo
knbepbesonacHOCTK C NCMNOJIb30BaHNEM LNGPPOBbLIX MUHCTPYMEHTOB U CEPBUNCOB

dopmMa: npakTnyeckas paborta

OnucaHue, TpeboBaHUA K BbINOJIHEHMIO:

YcnoBua opraHusaumm npaktTnydeckom paboTtbl: paboTa NnpoBoonTCa B MUKporpynnax 5-6 yenosek.
Kaxxablll y4aCTHUK MUKpOrpynnbl paboTaeT 3a KOMNbLIOTEPOM, MO PYKOBOACTBOM MpenofaBaTess
MPOXOAUT perncTpaumio Ha ogHOM 13 undposbix cepsucos (Wizer.me, NHorpamm), ocBaneaeTt
BO3MO>XHOCTU cepBuca. Pa3pabaTbiBaeT 3afaHne N0 TeME 3aHATUSA, C MOMOLLbIO NPEAN0KEHHbIX
LNPOBLIX CEPBMCOB, HEOOXOAUMBIX A9 MPOEKTUPOBAHMNS 3aHATUSA/ CLEHapUa MeponpuaTns No
knbepnpogunakTnke B counanbHbix ceTax. CnywaTtenn obcyxoatoT nosy4eHHble pe3yibTaTbl B
rpynne.

KpuTtepumn oueHuBaHusa:

COOTBETCTBME TeMe 3a4aHuNs, JJOrNYHOCTb, Nefarornyeckas LenecoobpasHoCTb MO UCMOJIb30BaAHUIO
LNPPOBbLIX UHCTPYMEHTOB U CEPBUCOB, HEOOXOANMbBIX AN MPOEKTMPOBAHUA 3aHATUSA/ CLueHapus
MeponpuaTnsa no kKnbeprnpoduiakTnke B COUNAIbHbIX CETAX.

Mpumepsbl 3apaHui:

PaspaboTaTb 3amaHus no knbepnpodunakTuke B COLMaNbHbIX CeTAX OJs 0OyYaloLWMXCs C NMOMOLLbIO
npeanoxeHHolx (Wizer.me, MHdorpamm), unppoBbIX NHCTPYMEHTOB N CEPBUCOB, HEOBXOAUMBIX AN
MPOEKTUPOBAHNA 3aHATUSA/ CUeHapus MeponpusaTua Mo kKubeprnpodunakTuke B COLMAJIbHbIX CeTSX.
O6cyanTb MonyvYeHHble pe3ynbTaThl B rpynne.

KosmyecTBO NONBLITOK: HE OrpaHUNYeHo

Paspen nporpammebl: Tema 3.4 lpoekTnpoBaHue obpasoBaTeslbHOr0O MepPONpPUATUSA MO
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knbepbe3onacHOCTU C NCMNOJIb30BaHNEM LNGPOBbIX MIHCTPYMEHTOB U CEPBUNCOB

dopmMa: camocTosTesNbHas paboTa

OnucaHue, TpebOBaHUA K BbIMOJIHEHUIO:

YcnoBusa opraHusaumm npakTuydeckon paboTtbl: Kaxkabln cnywatens BbibupaeT U3 paspaboTaHHON
0OPO>XHOW KapTbl OAHO U3 MEPOMPUATUIA N MPOEKTUPYET TEXHOJIOMNYECKYIO KapTy 3aHATUS/CLeHapuns
MeponpuaTus No knbepnpodurnnakTnke B COLNabHbIX CETAX. BbinosHeHHyO paboTy, pa3MelLaeT B
JINYHOM KabunHeTe cnylwaTens Ha naaThopmMe AMCTAaHUNOHHOIMO 0by4YeHus.

Kputepumn oueHUBaHUA:

COOTBETCTBUE TEME 3a[aHUs, IOFMYHOCTb, Nefgarornyeckas LenecoobpasHoOCTb MO UCMO/Ib30BAHMIO
LNDPOBbLIX NHCTPYMEHTOB U CEPBUCOB, HEOOXOANMbBIX AN MPOEKTUPOBAHUA 3aHATUS/ cueHapusa
MeponpuaTus No KnbepnpodrnakTnke B COLNANbHbLIX CETAX.

MpumMmepsbl 3apaHuiA:

BoibpaTb wn3 pa3paboTaHHOM [OOPOXHOM KapTbl OAHO W3 MeponpuaTuin. PaspaboTaTb
TEXHOJIOTMYECKYI0 KapTy 3aHATUSA/CLEeHapua MeponpuaTua no kKnbepnpodunakTmke B COUMaNIbHbIX
ceTsix. BbinonHeHHyl paboTy, pasMecTuTb B JIMYHOM KabuHeTe chaywaTens Ha nnatdopme
ONCTaHUMNOHHOIo 0byyeHus.

KonuyecTBO NONbLITOK: He orpaHun4yeHo

WToroeas aTrecrauus
VToroBas aTTecTaLuUs OCYLLECTBJIIETCS MO COBOKYMHOCTY Pe3y/ibTaTOB BCEX BUAOB KOHTPOJIS,
npenycMoTPEeHHbIX NPOrpaMMo.

Paspen 4. OpraHusau,MOHHo-nep,aroruqecxue yc/ioBUuA peasivdauvum nporpamMmmsbl

4.1. OpraHM3auMOHHO-MeToAUYeCcKoe U MH(popMaLuuoHHOoe obecnevyeHue NpPorpaMMmsl
HopMaTuBHble J,OKYMEHTbI

1. ®epepanbHbI 3aKOH OT 29 aekabps 2012 roga Ne 273-03 «0O6 obpa3oBaHun B Poccuiickom
depepaumn» (C M3M. 1 gon., BCTyn. B cnay ¢ 01.09.2021).

2. Ykas3 lNpe3npgeHTta Poccmnckon ®Pepepaumm ot 21.07.2020 Ne 474 «O HaUWOHaNbHbIX Lenax
pa3suTua Poccnnckon ®epgepaunm Ha nepuog oo 2030 roga».

3. MNpuka3s MuHuctepcTBa npocselleHnsa PO ot 2 pgekabpa 2019 r. Ne 649 «O6 yTBepxaeHuu
Lleneeson mogenun ungposor obpasoBaTesibHOW Ccpeabl».

4. ®epepanbHbIn 3aKoH «O 3awWunTe AeTen oT nHpopMaL M, NPUHNHAIOLLEN Bped UX 340POBbIO U
pa3BuTuUio» oT 29 nekabpsa 2010 r. Ne 436-®3(c nsam. u gon., BcTtyn. B cuny ¢ 01.07.2021).

5. ®epepanbHbI 3aKOoH OT 8 ntoHA 2020 r. Ne 177-®3 «O BHeceHUU nsmeHeHnnm B PegepasnbHbin
3aKoH «06 nHdopmMaunmn, NHHOPMaLMOHHbBIX TEXHOJIOTMAX U O 3aLunTe NHPOPMaLIUN».
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ApTamoHos, E.B. ApTamoHoBa //Undposasa TpaHchopmaums, 2021. Ne 4 (17). C.42-51.

2. AptamoHoBa E.I', KanuumHa H.B., Edwumosa O.W., CanaxoBa B.b. Ob6ecneyeHune
ncmuxonormyeckon  6esonacHoCTM B OeTCKO-MOAPOCTKOBOM  cpepe.  MeToamyeckume
pekoMeHpauun pns ncuxonoros obuweobpa3oBaTenbHbIXx opraHusauuin /Mop pea. JILI.
®anbKkosckon - M.: ®IBHY «LleHTp 3aWnTbl NpaB N MHTepecosB aeten», 2018. 36 c.



3. benoycos A.L. VYrposbl ceTun WHTepHeT [N HECOBEPLUEHHONETHMUX Mosb30BaTesnen:
NCUXONOrMY4ECKNN aHann3 1 npoduiakTnka: MoHorpadgums. - M.: NMpocnekT, 2019. 80 c.

4. boyaBep A.A., XnomoB K.[l. KnbepbynnuHr: TpaBas B MPOCTPAHCTBE COBPEMEHHbIX TEXHOIOIUIA
/Mcnxonorunsa. XypHan Boicwen WwKoabl SkKoHoMUKK, 2018. Ne3. C. 171-191.

5. KanuHuHa H.B. Cy6beKTHO-OpMeHTUPOBAHHLIA MOAXOA K MPOUIakTUKe NHTEPHET-PUCKOB B
obpa3oBaTenbHon cpene // CoumanbHas negarornka. 2019. Ne3. C. 24-28.

6. KuptoxnHa [O.B. KubepbynnuHr cpeam MoONAOAbIX MOJib30BaTesie couunaibHbIX ceTen [/
CoBpemeHHas 3apybexxHasa ncuxonormsa. 2019. Tom 8. Ne 3. C. 53-59.

7. ConpatoBa I'. Y., Yurapbkosa C. B., IpeHeBa A. A., UntoxmHa C. H. Mbl B oTBeTe 3a ungposon
mMup: MpodurnakTnka LeCTPYKTUBHOIMO MoBeAeHUs MOAPOCTKOB M Monodexu B MHTepHeTe:
YyebHo-MeTOoAnYeckoe nocobue. - M.: Koruto-LleHTp, 2019. 176 c.

8. Xnomos K.A., OaBbigoB O.., boyasep A.A. KubepbynnuHr B onbiTe pOCCUNCKMX MOOPOCTKOB //
Mcuxonorua n npaso. 2019 T. 9. Ne 2. C. 276-295.

dNeKTpPOoHHble oby4alowme MmaTepuabl
UHTepHeT-pecypcChl

1.be3onacHbin UHTepHeT ONA OeTen: 3akoHoOaTeNbCTBO, COBEThbl, MexAyHapoaHbin onbiT.URL:
http://i-deti.org/(naTa obpaweHunsa: 04.02.2022).

2.EanHbin ypok 6e3onacHoctn B cetm WHTepHeT. URL: https://www.xn--dlabkefgipOa2f.xn--plai/
(naTta obpaweHuns: 04.02.2022).

3./IHpOPMALMOHHBIA MOpTasl O BCEX BUAAX 3aBUCMMOCTEN, CBA3AHHLIX C KOMMbIOTEPHLIMU W
MobunbHbIMK ycTponcTBamm .URL: http://netaddiction.ru (gaTta obpaweHuns: 04.02.2022)

4. «KubepbesonacHoCTb nNA pgeTelm M B3pOCHbIX - Poccuinckas InekTpoHHas wkona». URL:
https://resh.edu.ru/page/cyber-project(aata obpaweHnns: 04.02.2022).

5. LUeHTp 6e3onacHoro MHTepHeTa B Poccuun, ropsdas aumHua no 6esonacHomy WHTepHeTy. URL:
http://www.saferunet.ru/(nata obpawerunsa: 04.02.2022).

6.«OcHoBbl KmbepbesonacHocTu oT CbepbaHka». URL: https://promo.sber.ru/kidssafety(naTa
obpauweHns: 04.02.2022).

7. UeHTp 6e3omnacHoro WHTepHeTa B Poccmm. URL: http://www.saferunet.ru/(gpata obpaweHus:
04.02.2022).

8.0mumanbHbIn canT «Jinra 6esonacHoro NMHTepHeTa».URL: http://www.ligainternet.ru/encyclopedia-
of-security/parents-and-teachers/(nata obpaweHus: 04.02.2022).

4.2. MaTepManbHO-TEXHUYECKHUE YCJIOBUSA peasiusalum nporpamMmsl
TexHu4Yeckue cpepncTBa obyueHus

YcnoBmeM nMOJIHOLEHHOW peasn3aumu nporpaMmbl B AWCTAHUMOHHOW WHTEpPaKTUBHOW dopMe
ABNSETCA Haam4ue y ChaywaTtensa KypCoB  MepCoHasIbHOroO  KOMMblOTepa, OCHALLeHHOro
ayAMOKONIOHKaMN, MUKPOMOHOM 1 Beb-kaMepor, nMeloLLero WMPOKOMNOOCHbIA BbiXo4 B IHTepHeT, ¢
yCTaHOBJIEHHON NporpaMmmon MicrosoftLync n onepaunoHHon cuctemonm He HMXe Windows 8.
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Ona obecnevyeHUss NHTEPaKTUBHONO B3aMMOLENCTBUA CO CaywlaTenssMum B paMKaxX OaHHbIX 3aHATUN
NCMOJIb3YIOTCA BO3MOXHOCTU ceTu WHTepHeT, nporpammbl MicrosoftLync, Cdepym (Mnm uHoro
nporpammMmHoro obecnevyeHuns, obnagatowero aHanorM4HbIM PyHKLMOHANOM).

CamocTosiTensHasa pabora cnywaTtenen B odaanH-pexnme npefycMaTpuBaeT u3yyeHne y4ebHbix
MaTeprasioB 1 BbIMOJIHEHWE 3afaHUN, pPa3MeLLEeHHbIX Ha CTPaHuLle Kypca BUpTyaibHoOW obyvatolien
cpenbl Moodle Ha canTe LleHTpa ancTaHuMoHHOro obpasosaHnsa TOUMKPO http://68cdo.ru/moodle

N OOCTYMHbIX 3aperucTPUPOBaHHbIM CyLLIATENSAM.
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